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“Targeting is not only good for consumers [...] it’s a rare 

win for everyone. […] It ensures that ad placements 

display content that you might be interested in rather 

than ads that are irrelevant and uninteresting. […] 

Advertisers achieve […] a greater chance of selling the 

product. Publishers also win as […] behavioral targeting 

increases the value of the ad placements.”



“The Economics of Privacy,” Acquisti, Taylor, and Wagman, 

Journal of Economic Literature, 2016 (forthcoming)



“An Experiment in Hiring Discrimination via Online Social Networks," 
Alessandro Acquisti and Christina Fong, ongoing
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 Privacy reduces technology adoption/innovation

 Miller and Tucker, 2009

 Privacy increases technology adoption/innovation

 Adjerid, Acquisti,  Padman, and Telang, 2015
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Ad Exchange

“Consumers at Auction," Veronica Marotta, Alessandro Acquisti, and Kaifu Zhang, ICIS 2015
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“Consumers at Auction," Veronica Marotta, Alessandro Acquisti, and Kaifu Zhang, ICIS 2015
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Your consumers don’t really 
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redistributive



 In 2000, 100 billion photos were shot worldwide

 In 2010, 2.5 billion photos per month were uploaded by Facebook 

users alone

 In 2014, 1.8 billion photos per day uploaded and shared online

 In 1997, the best face recognizer in FERET program scored error 

rate of 0.54 (false reject rate at false accept rate of 1 in 1000)

 In 2006, the best recognizer scored 0.01 (almost two order of 

magnitudes better)

 In 2010, the best recognizer scored 0.003



FacebookHeinz College foyer

“Faces of Facebook: Privacy and Face Recognition in the Age of Augmented Reality," 
Alessandro Acquisti, Ralph Gross, and Fred Stutzman, Journal of Privacy and Confidentiality, 2014.



1 out of 3 subjects identified

“Faces of Facebook: Privacy and Face Recognition in the Age of Augmented Reality," 
Alessandro Acquisti, Ralph Gross, and Fred Stutzman, Journal of Privacy and Confidentiality, 2014.



+ = SSN

“Predicting Social Security Numbers from Public Data," 
Alessandro Acquisti and Ralph Gross, Proceedings of the National Academy of Science, 2009.



Can you do 1+1?



+ = SSN

“Faces of Facebook: Privacy and Face Recognition in the Age of Augmented Reality," 
Alessandro Acquisti, Ralph Gross, and Fred Stutzman, Journal of Privacy and Confidentiality, 2014.



27% of subjects’ first 5 SSN digits 

identified (with 4 attempts)

“Faces of Facebook: Privacy and Face Recognition in the Age of Augmented Reality," 
Alessandro Acquisti, Ralph Gross, and Fred Stutzman, Journal of Privacy and Confidentiality, 2014.
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Interests, Friends, …
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orientation, …
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“Privacy and Human Behavior in the Age of Information”, 

Acquisti, Brandimarte, and Loewenstein, Science, 2015









Why should we care?



Ok, but why?

An evolutionary conjecture  (Acquisti, Brandimarte, 
Hancock, 2015)

Our responses to threats in the physical world may be 
sensitive to sensorial stimuli (physical, auditory, visual, 
olfactory, …) signaling proximous, ‘extraneous’ 
presences, and which we have evolved to use as cues of 
potential risk

So-called privacy concerns may be evolutionary by-
products of those visceral responses



Four sets of lab experiments (N > 800) manipulating 

ability to detect physical presence of a stranger via 

sensorial stimuli

 Proximity stimulus

 Visual stimulus

 Auditory stimulus

 Olfactory stimulus

39“Online Self-Disclosure and Offline Threat Detection," 
Alessandro Acquisti, Laura Brandimarte, and Jeff Hancock, WEIS, 2015.



40With androstadienone

“Online Self-Disclosure and Offline Threat Detection," 
Alessandro Acquisti, Laura Brandimarte, and Jeff Hancock, WEIS, 2015.

>



Why should we care?

“Online Self-Disclosure and Offline Threat Detection," 
Alessandro Acquisti, Laura Brandimarte, and Jeff Hancock, WEIS, 2015.



Big data will be an 
economic win-win

(Lack of) privacy is 
redistributive

Privacy is about having 
something to hide

Any personal information 
can be sensitive

People don’t really care 
about privacy

People value both sharing 
and protecting information

We can balance analytics 
and privacy via 

transparency and control

Privacy is about 
protection from control



Big data will be an 
economic win-win

(Lack of) privacy is 
redistributive

Privacy is about having 
something to hide

Any personal information 
can be sensitive

People don’t really care 
about privacy

People value both sharing 
and protecting information

We can balance analytics 
and privacy via 

transparency and control

Privacy is about 
protection from control





>

“Sleight of Privacy," Idris Adjerid, Alessandro Acquisti, Laura Brandimarte,  and 
George Loewenstein. SOUPS, 2013
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15 seconds delay

“Sleight of Privacy," Idris Adjerid, Alessandro Acquisti, Laura Brandimarte,  and 
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“Sleight of Privacy," Idris Adjerid, Alessandro Acquisti, Laura Brandimarte,  and 
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Response rates

50% --

100% --

“Misplaced confidences: Privacy and the control paradox," Laura Brandimarte, Alessandro Acquisti, 
and George Loewenstein. Social Psychological and Personality Science, 2013

p < 0.05





Visceral targeting
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 Google/Bing: economics privacy

 Visit: http://www.heinz.cmu.edu/~acquisti/economics-

privacy.htm 

 Email: acquisti@andrew.cmu.edu

For more information



 PETs



 Privacy Enhancing Technologies allow, among other 

things …

 Authentication without identification…

 Private information retrieval…

 Searches in encrypted spaces…

 Operations on encrypted spaces…

 Privacy-preserving data mining, collaborative filtering, 

targeted advertising…





Possible role of regulation:

Promoting the development and the 

adoption of those privacy enhancing 

(“balancing”?) technologies



“Privacy and Human Behavior in the Age of Information," Alessandro Acquisti, 
Laura Brandimarte, and George Loewenstein. Science, 2015



$10
Anonymous

$12
Tracked

"What is Privacy Worth?," Alessandro Acquisti, Leslie John, and George Loewenstein. 
Journal of Legal Studies, 2013.
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"What is Privacy Worth?," Alessandro Acquisti, Leslie John, and George Loewenstein. 
Journal of Legal Studies, 2013.

N = 349, p>0.005
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Room 1 Room 2

Subject

Stimulus
 Human 

(treatment 
conditions)

 Not human 
(control 
conditions)

Two-way glass

Open-ended, 
sensitive online 
questionnaire

“Online Self-Disclosure and Offline Threat Detection," 
Alessandro Acquisti, Laura Brandimarte, and Jeff Hancock, WEIS, 2015.
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