
Cybersecurity and You Conference
Safer Social Networking

Remember Driver’s Ed and Defensive Driving?

Use Technical Defenses, But Practice Defensive Behaviors

Presenter
Presentation Notes
When I took driver’s ed we were taught to drive defensively.

Always be aware of where you might escape to if something happens ahead

Take an extra few seconds, let the other guy go

That kind of stuff
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Why “Safer” and Not “Safe”?

HUMAN NATURE:
Humans are social beings.  

We share our experiences.
We often try to help each other

We are consumers
We search for bargains and convenience

Presenter
Presentation Notes
But we like to get on Facebook, Linked In, Instagram, vine, etc.

We love to go to Amazon, Angie’s List, Consumer Reports, and maybe even Craig’s List

So social media is perfect for us!
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Secure Your Computing Devices
Strong Password

Encryption 

Anti-Malware Software

Automatic Software Updates

Presenter
Presentation Notes
Before defensive driving on these sites, here are a few recommendations for the device you will be using.
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Watch What You Do:
Downloading: Isn’t SAFE without Anti-Virus, Anti-Spyware SW

Look For The Lock Icon

Presenter
Presentation Notes
Maybe anti-virus tools can’t keep up with the bad guys, but give yourself a chance!

When you are on a site that is asking for personal information, make sure it is secure!
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Pay Attention to Warnings

These too!  

Presenter
Presentation Notes
Social Media can be very unforgiving,

It doesn’t usually protect you.

So, if you get some kind of warning, TAKE IT SERIOUSLY!
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Use Security Settings

Keep Your Browser Updated

Clear Cache & Put An Access Password on Your Computer

Know Who to Contact:
http://www.umaryland.edu/umbcomputingpolicies/

security-compliance@umaryland.edu or your local IT Support

Presenter
Presentation Notes
Your device can help you!

Use the security settings available on your device or on a social network

Keep your browser updated, the bad guys are updating their tools!

UMB has a comprehensive list of security policies. They can guide you to safer computing and help you protect your personal data.  The URL is here.

If something bad happens, know who to call.  On this campus it would be the Security and Compliance group or your local IT support people.

http://www.umaryland.edu/umbcomputingpolicies/
mailto:security-compliance@umaryland.edu


Cybersecurity and You Conference
Safer Social Networking

Safer browsing requires both technical and behavioral measures.  

Using protective software and making sure your browser is 
appropriately configured are important steps. 
Even the newest software with the most nuanced settings cannot 
assure 100% security. 
If you don't browse safely you're likely to encounter problems 
sooner or later. 
Safer web browsing is less about adjusting your software than 
about adjusting your behavior in accordance with the risk.

Presenter
Presentation Notes
So we are back to defensive driving!

Plan your route.  Don’t get side tracked. Avoid distracted driving!

Be aware and be careful.
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Use a Separate Email Address for eCommerce Activity
- No Link to Your Personal Information
- Use a Different ID and Password
- Better to Link to a Credit Card Than a Debit Card
- Never Assume Your Activity Online is Private

Presenter
Presentation Notes
Now here’s an idea not a lot of people may have thought about.

Use a separate ID when attacking consumer sites.  It can be associated with one of those big company credit cards because they are ever vigilant in watching your account even if you aren’t.  If someone does hack into your account, they get to deal  with the bank.  And your account won’t allow a path to personal or family data because that is an entirely different set of credentials. 
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Things to Think About:
Be vigilant about not disclosing key identifying details
Be careful about storing or disposing of data
Attackers can often defeat security measures by simply using 
information posted on publicly-accessible social network pages
Many security questions relate to data which is easily searchable
Be Very Wary About Software Add-Ons: Is the Publisher Legit?
If you share content with others you are vulnerable to their sharing and 
security practices

Presenter
Presentation Notes
This is defensive thinking again. 

Remember when we found out that copiers have hard drives?

How do you safely remove and/or store data?

When you choose your security questions, are you choosing answers someone could look up on the Internet?  Your mother’s maiden name, things you’ve shared on Facebook or other social networks?

Giving access to something of yours to a trusted friend is a very generous and sometimes dangerous thing to do. “Oh, use my ID and  password for that service.”
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Watch Where You Go!

Hover Over Links – Look for HTTPS:// Avoid Links in Pop-Up Windows

Assume You Are A Target

Instead of clicking on links, open a new browser and manually type in the address: CAREFULLY!.
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Straight And Narrow is Good!

Presenter
Presentation Notes
There are some bumps on the road through social media.  Think defensively and be aware of your surroundings.  It’s as easy as driving a car. Maybe you want to take the train!
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