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Cyber Security Trends

The Threat, Impact, and Awareness of Law Firm Security

LLAM Cybersecurity Symposium, April 8, 2016

Joseph Raczynski, Manager, Technology Client Managers e,
THOMSON REUTERS

Wendy Maines, Librarian Relations Manager



RO D e
» Current cyber security landscape

« Status of law firms and corporate security

« Actions to mitigate security risks

 Why & How law librarians should get involved

« Appendix - Savvy cybersecurity resources

&% THOMSON REUTERS
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32,000,000
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Ashley Madison

« A data dump, 9.7 gigabytes in size
« Dark web using an Onion address via Tor

* Data released:
— full names,
— passwords,
— addresses and phone,

Academic Information Multilingual Database

- Credlt Card numbers, Medical Records DEEP WEB Conference Proceedings

- Government Resources
Legal Documents

—_— tlmeS Used SGfVlce Scientific Reports ) ‘ 3. COI'HpC-‘t.IlCl: W

Bubscription Information

&% THOMSON REUTERS


Presenter
Presentation Notes
Share a BRIEF description of what this is and what happened…just in case attendees are unaware.

The Surface Web is anything that can be indexed by a typical search engine like Google, Bing or Yahoo.

The Deep Web is anything that a search engine can’t find. Search engines don’t use search boxes, they just use links. You’ll quickly find that you can’t find the search results you are looking for without a search box. The results of a Hotwire search are perfect examples of Deep Web content.
Other examples of Deep Web content can be found almost anytime you navigate away from Google and do a search directly in a website – government databases and libraries contain huge amounts of Deep Web data. 


The Dark Web then is classified as a small portion of the Deep Web that has been intentionally hidden and is inaccessible through standard web browsers.
The most famous content that resides on the Dark Web is found in the TOR network. The TOR network is an anonymous network that can only be accessed with a special web browser, called the TOR browser. This is the portion of the Internet most widely known for illicit activities because of the anonymity associated with the TOR network.



Law Firm & Corporation Security

.....................................................................................................................................................

o 97 97% of law firm/corp networks have
been compromised.*

° 22 5 225 Days before a firm/corp knows that
their network has been compromised*

° 8 4 84% of firms/corps find out that they
have been compromised by third
parties.*

* Firekye
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IDENTITY THEFT
RESOURCE CENTER

ldentity Theft Resource Center
2016 Data Breach Category Summary

N IDT911

How is this report produced? What are the rules? See last page of report for details. Repont Date: 3292016

Totals for Category: Banking/Credit/Financial # of Breaches: 5 # of Records: 4,382
% of Breaches: 2.5% %of Records: 0.1%

Totals for Category: Business # of Breaches: 96 # of Records: 1,916,909
% of Breaches: 47.5 “%of Records: 31.0%

Totals for Category: Educational # of Breaches: 21 # of Records: 310,650
% of Breaches: 10.4 “%of Records: 5.0%

Totals for Category: Government/Military # of Breaches: 8 # of Records: 102,459
% of Breaches: 4.0% %of Records: 1.7%

Totals for Category: Medical/Healthcare # of Breaches: 72 # of Records: 3,850,126
% of Breaches: 35.6 “%of Records: 62.3%

Totals for All Categories: # of Breaches: 202 # of Records: 6,184,526

% of Breaches: 100.0  %of Records: 100.0%

3/29/2016 Total Breaches: 202

2016 Breaches |dentified by the ITRC as of:

Records Exposed: 6,184,526



Presenter
Presentation Notes
The ITRC breach list is a compilation of data breaches confirmed by various media sources and/or notification lists from state governmental agencies. This list is updated daily, and published each Tuesday.
Joe – Angela Jaffee at Wilmer Hale (and heading up PLL this year) specifically asked that we include info on where / industries where these breaches are happening. They are everywhere of course, but I found these stats. 

From the website - The ITRC breach list is a compilation of data breaches confirmed by various media sources and/or notification lists from state governmental agencies. This list is updated daily, and published each Tuesday.

While cybercrime has plagued U.S.-based law firms quietly for close to a decade, the frequency of attempts and attacks has been increasing substantially. Numbers aren’t available, since unlike hacking at financial institutions law firms have no legal obligations to disclose cybercrimes to the public. http://www.bloomberg.com/news/articles/2015-03-11/most-big-firms-have-had-some-form-of-hacking-business-of-law


http://www.idtheftcenter.org/2016databreaches.html
http://www.idtheftcenter.org/2016databreaches.html

Law Firms Targeted

THOMSON REUTERS




Why Law Firms?

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Law firms are targeted because
— IP information
— M&A information
— Sensitive Proprietary Information
— Big & Small Cases — with major impacts on people’s lives
— Venting/Anger

&7 THOMSON REUTERS



Security

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

 |LTA Survey Top Response

 People, Process, and Technology

&7 THOMSON REUTERS



Forms of Attack

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

« Spear phishing attacks
— Internal testing
— Cybercrime-As-A-Service

« Social Engineering

o Software — Ransomware

&7 THOMSON REUTERS


Presenter
Presentation Notes
Whaling is a type of fraud that targets high-profile end users such as C-level corporate executives, politicians and celebrities.  Spear phishing with a heavy hitter end user.


Aside from the increase in phishing and ransomware attacks, the report also predicted the rise in cybercrime-as-a-service in 2016, which Caiazzo explained as “another means the bad guys use to monetize illicit access to their victim's systems. In this model, the attacker usually gains access to a system via a successful phish, or a drive-by-download which drops an exploit kit on the victim machine.”

Essentially, the exploit kit acts as a backdoor anchor on a victim’s computer, allowing the cyberattacker to directly download malware, ransomware, or other malicious software to the computer or network.

“This initial infection gives the bad guys the ability to resell that victim — either to a data harvester selling credit card numbers or other personally identifiable information. This is kind of a time-share for compromised machines, and this kind of thing is sold on the black market on a per-machine/per-hour basis,” he said.
��Read more: http://www.legaltechnews.com/id=1202751582521/Brace-for-Breaches-Report-Finds-Cyberthreats-to-Legal-Industry-to-Grow-in-2016#ixzz44PgD0MdK


Attacker/Threat Profiles

Group Hacktivists Criminals Nation States
Anonymous, LulzSec,
""""""""""" Syrian Electronic Army, Military, Intelligence,
Who Turkish Ajan Non-US Organized Crime |[Security Agencies
Notoriety, Causes, Personal Profit, Financial [Espionage, Defense,
Why Politics Gain, Money Economic Advantages
Worldwide, US UK Europe |Russia, Moldova, Estonia, [Any Country with the
Where Middle East Asia Romania, Ukraine, Asia Capability and Motivation
DDoS, Data Exposure, Site |Monetize PII/PCI/PHI, IP, R&D, Logistics, M&A,
Defacement, Data Steal Cash, ACH, Weapons, Legal Strategy,
Interests Destruction Extortion, Fraud Etc.
Tech Skills, Automation, |Organizations, resources,
Some Technical Skills, Geography, Industry Tech Skills,
Advantages |Practice Knowledge Immunity/Location

Limitations

Resources, Technical
Depth/Breadth, Org
Structure —weak

Non-standard technology
(old school mainframe)

None (other than the fact
that there are lines —
warfare)

Impact

Ranges from an Irritant to
Disruptive, Generally
Recoverable

Massive amounts of
corporation money

“greatest transfer of
wealth in history” US
loses 250 Billion a yearin
IP and commerce

THOMSON REUTERS




Advanced Endpoint

.....................................................................................................................................................

* “Antivirus protection is almost pointless”

— No feasible way to scan, collect, submit and maintain a log of the
rapidly changing viruses

« Assume you are or will be breached!
— Thief in your house - Firms must invest in detection and response

« Mathematical algorithms to predict what will be malicious
— Collects samples of viruses
— Extracts common features in the code
— Transforms that code into feasible branch code

&% THOMSON REUTERS



Mitigation Measures

.....................................................................................................................................................

e Awareness

— Educate all parties surrounding the law firm on the existing
threats, hacker tactics, and potential outcomes from unsafe
computing.

* Employees

* Management
e Suppliers

* Clients

- Visibility
— Never assume that you will know everything that is happening on

your network.

— Keep an inventory of assets, logs and all alerts which when
gathered together creates actionable intelligence.

& % THOMSON REUTERS


Presenter
Presentation Notes
Visibility
Never assume that you will know everything that is happening on your network.  
Keep an inventory of assets, logs and all alerts which when gathered together creates actionable intelligence.


KEEP
CALM

AND

ASK YOUR
LAW LIBRARIAN



Presenter
Presentation Notes
Why should law librarians care? Because we are leaders within and answer centers for our organizations. This is the mentally we wish to foster within our firms. AND…


Security breaches have occurred within:
Law firms '

Agencies

Court Systems
Law schools i
Legal information vendors o |

Emerging practice area needing support
Swinging balance of security and privacy

Adding value to our firms

THOMSON REUTERS


Presenter
Presentation Notes
1. Every segment of our industry has been effected by data breaches. We should care b/c these breaches affect the information we are responsible for curating and providing. 


&7 THOMSON REUTERS

#1 Concern for Law Firm Clients

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

* 55% of general counsel said that data security was
their top concern*

* 33% of general counsel believe that boards are not
adequately managing cyber risk*

 Failure to address can even lead to personal liability
for clients

— In re CAREMARK INTERNATIONAL INC. DERIVATIVE
LITIGATION, 698 A.2d 959 (Del. Ch. 1996)

*FTI Consulting Survey


Presenter
Presentation Notes
From TR article -   CYBERSECURITY AND THE BOARD OF DIRECTORS: AVOIDING PERSONAL LIABILITY
According to a survey by FTI Consulting, cybersecurity has become the number one concern for general counsel and directors. 


Personal liability - The second theory, regarding the failure to act, invokes the duty of loyalty and the holdings of Caremark International Inc. Derivative Litigation, 698 A.2d 959 (Del. Ch. 1996) and its progeny. A Caremark claim rests on the presumption that the directors set in motion or “allowed a situation to develop and continue,” which caused the corporation to suffer a loss and “that in doing so they violated a duty to be active monitors of corporate performance.” (Caremark, 698 A.2d at 967). Known as oversight liability, Caremark requires directors to ensure the enterprise maintains reporting systems sufficient to keep the board informed of the risks facing the company and its business performance. 

Caremark liability will arise in one of two circumstances: (i) failing to implement any reporting system; or (ii) after implementing a reporting system, consciously failing to monitor or oversee its operations, “thus disabling [the board] from being informed of the risks or problems requiring their attention.” What is critically important for every director to know is that Caremark claims premised on the failure to act in the face of a known duty to act constitute a breach of the duty of loyalty. Under Delaware law, a breach of the duty of loyalty is not exculpated under section 102(b)(7). Goldman Sachs, 2011 WL 4826104, *18 (Del. Ch.). Thus, the failure to address cybersecurity can lead to personal liability.


http://blog.thomsonreuters.com/index.php/cybersecurity-and-the-board-of-directors-avoiding-personal-liability-part-ii-of-iii/
https://a.next.westlaw.com/Search/Results.html?query=advanced:+OAID(4295909331)&saveJuris=False&contentType=BUSINESS-INVESTIGATOR&startIndex=1&contextData=(sc.Default)&categoryPageUrl=Home/CompanyInvestigator&originationContext=document&transitionType=DocumentItem

| 2015 )

LEGAL
TECHNOLOGY

Survey Report

Vol. | Technology Basics
and Security



Presenter
Presentation Notes
The 2015 Legal Technology Survey Report is issued as a six volume set of PDF files, with each PDF volume available for sale individually. Each volume begins with a Trend Report, followed
by charts and tables that appear in the same sequence as the questions appeared in the questionnaire. Beginning in 2001 the survey targeted lawyers exclusively.

Demographics
Thirty percent of respondents to the 2015 Technology Basics and Security survey are attorneys at firms of 2-9 attorneys, 30% are attorneys at solo firms, 16% at firms of 10-49 attorneys, 7% at firms of 50-99 attorneys, 9% at firms of 100-499 attorneys, and 9% at firms of 500 or more attorneys. 

Does Your Firm Have Cyber Liability Insurance?
Don’t Know - 47.6%
No - 41%
Yes - 11.4%



30%

25%

20%

15%

10%

5%

0%

Law Firms that Experienced a Security Breach

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

2012

'.E THOMSON REUTERS

W solo

24%

2013
W 2-9 attorneys

™ 10-49 attorneys

2014
m100-499 m500 or more

2015

23% 23%



Presenter
Presentation Notes
46% of survey respondents in firms of 100 or more attorneys experienced a security breach in 2015.


NUMBER OF LAWYERS AT ALL LOCATIONS
500 or
Total Solo 2-9 10-49 50-99 | 100-499 more
No significant business
disruption or loss 60.3% 64.0% 45.9% 58.8% 87.5% 66.7% 71.4%
Downtime/loss of billable hours 30.2% 40.0% 45.9% 29.4% 25.0% 6.7% -
Replace hardware/software 29.3% 28.0% 37.8% 29.4% 50.0% 20.0% 7.1%
Consulting fees for repair 22.4% 20.0% 40.9% 23.5% 25.0% - -
Destruction or loss of files 18.1% 28.0% 24 3% 23.5% 12.5% - -
Unauthorized access to other
(non-client) sensitive data 6.9% 4.0% 10.8% - 12.5% 13.3% -
Notify client(s) of breach 5.2% 4.0% 10.8% - - - 1.1%
Unauthorized access to sensitive
client data 2.6% - 5.4% - - - 71.1%
| Other | 34% | 40% | 27% | 59% [ - | 67% | -
Don't know 1.8% - 2.7% 5.9% - 20.0% 28.6%
| Count 116 2 | 3 | T g 19 ] 14

THOMSON REUTERS


Presenter
Presentation Notes
When a law firm decides to ignore the risk it can mean a lack of responsibility to ethical and legal duties. Various fed laws impose affirmative obligations on law firms to protect certain categories of information in their possession:  HIPAA, Fair & Accurate Credit Transactions Act, Gramm-Leach Bliley Act and more. Law firms are also subject to various notification obligations under state law in the event of a breach. 

ABA Model Rules 1.6(a) & ABA Model Rule of Professional Conduct….lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unathourized access to, information relating to the representation of a client. 

Another threat aside from data breaches is SABOTAGE. 

In 2013, data breaches cost the entity experiencing the breach an average of 5.5 millions dollars! Financial cost of breach can be much  more than just what the firm must pay out to solve and recover from the breach. – if word of breach gets out, firm may also face lawsuits, fine, penalities and a loss in consumer confidence that can mean current clients taking their business elsewhere. Reputation of a law firm is often its most valuable asset. 




&% THOMSON REUTERS

Critical Infrastructure Data Breach

Pr lon i |
otectio Data Privacy & Protection

Cybercrime Data Rights & Protection

Cyber Defense Law Data Risk Management

Cyber Insurance

- : A YOSe
Cyber Investigation delpmaner
_ name would
Cyber Risk & Losses smell as

sweet.

~William Shakespeare



Presenter
Presentation Notes
Examples of all the various FIRM SUPPLIED practice area listings related to cybersecurity – provided from WestlawNext’s Profiler search.

Newly formed/ing practice group shows increased demand for these services
Cybersecurity
Cyberliability
Data Protection
Data Breach Consulting
Large & Mid-size firms creating practice groups
Hogan Lovells
Hunton & Williams
K&L Gates
Sidley Austin
Steptoe & Johnson




Legal Developments: Timeline (Partial)

2/12/2013 4/18/2013 2/12/2014 12/18/2014

Exec. Order Cyber NIST released Cybersecurity
13636 Intelligence Framework for Improving Enhancement
Improving Sharing & Critical Infrastructure Act
Critical Protection Act Cybersecurity (PL113-274)
Infrastructure (H.R. 234)
Cybersecurity Helps differing org types: Codifies the
Passed * Conduct a basic review of Framework
House but cybersecurity practices development
stalled & not » Establish / improve & support
voted on in cybersecurity using the process.
Senate steps outlined

e Communicate cybersecurity
requirements with
stakeholders

* Identify opportunities to
revise or create new
standards or practices


Presenter
Presentation Notes
The cybersecurity  Executive Order directed the US Dept of Commerce’s National Institute of Standards & Technology (NIST) to work with stakeholders to develop a VOLUNTARY framework for reducing cybersecurity risks to critical infrastructure. (organizations participation is voluntary).

2. CISPA 2013 - would have allowed for the sharing of Internet traffic information between the U.S. government and technology and manufacturing companies. The stated aim of the bill was to help the U.S. government investigate cyber threats and ensure the security of networks against cyberattacks.

NIST Framework & C3 Voluntary Program launch.  - NIST releases“a ‘cybersecurity framework’ to help regulators and industry participants identify and mitigate cyberrisks that could potentially affect national and economic security.”  NIST Framework ***meant to be the standards against which organizations can assess their cybersecurity programs” **** The Framework does not introduce new standards or concepts; rather, it leverages and integrates industry-leading cybersecurity practices 

The Framework is a set of standards and best practices drawn up with the input of thousands of security experts and designed to help organizations manage the risks of a cyber security breach. With the aid of the Framework, they chart their current security profile, work out what profile they should be aiming for and create a plan for reaching it.

However, NIST is a non-regulatory federal agency and the framework is voluntary  PARTICIPATION is voluntary). 

For most organizations, whether they are owners, operators, or suppliers for critical infrastructure, the NIST Cybersecurity Framework may be well worth adopting solely for its stated goal of improving risk-based security. But it also can deliver ancillary benefits that include effective collaboration and communication of security posture with executives and industry organizations, as well as potential future improvements in legal exposure and even assistance with regulatory compliance. 

Cybersecurity Enhancment Act of 2014 – SEC. 3 NO REGULATORY AUTHORITY. Nothing in this Act shall be construed to confer any regulatory authority on any Federal, State, tribal, or local department or agency.  SEC. 4 NO ADDITIONAL FUNDS AUTHORIZED.  No additional funds are authorized to carry out this Act, and the amendments made by this Act. This Act, and the amendments made by this Act, shall be carried out using amounts otherwise authorized or appropriated.
 



Legal Developments: Timeline (Partial)

10/27/2015 12/18/2015 2016

Cybersecurity Information Congress attached CISA to 277
Sharing Act (S. 754) the Consolidated
PASSED SENATE Appropriations Act of 2016

(Pub.L. 114-113)
* Enhanced info sharing
re: cybersecurity threats  « Reduced chance for

* Allows private debate on surveillance
companies to share provisions
info about their users’ * “Nay” votes would threaten
Internet activity w/ fed entire fed govt budget

govt (even when data
IS unnecessary to i.d.
or protect v. a threat)

* Protects companies
from liabilities


Presenter
Presentation Notes
From Debevoise website – 
The Cybersecurity Information Sharing Act (“CISA”), signed into law over the holidays, encourages information sharing regarding “cyber threat indicators” and “defense mechanisms” between and among private entities and the federal government.
CISA provides a safe harbor from liability for private entities when transmitting such information or when monitoring for cyber threats.

“In a nutshell, CISA was meant to allow companies to share information on cyber attacks — including data from private citizens — with other companies and the Department of Homeland Security.  “Once DHS had all the pertinent details, they could be passed along to the FBI and NSA for further investigation and, potentially, legal action. The thing is, critics saw the bill as way for government agencies to more easily keep tabs on Americans without their knowledge. CISA was derided by privacy advocates and tech titans alike, with companies like Amazon, Apple, Dropbox, Google, Facebook and Symantec (to name just a few) issued statements against an earlier version of the bill.”
http://techcrunch.com/2016/02/07/why-you-should-be-concerned-about-cisa/


CISA is designed to bolster the nation’s cyber defenses by mitigating liability risks that may be inhibiting companies from sharing cybersecurity threat information and taking other steps that can help detect and deter attacks on information systems and critical infrastructure. The aim of CISA is to promote voluntary information sharing, and the bill specifically states that it is not intended to subject any entity to liability for choosing not to participate in any of the voluntary activities authorized in the legislation. 

Companies engaged in information sharing must, prior to sharing cyber threat information, review and remove any information not directly related to a cybersecurity threat which is known at the time of sharing to be personal information of, or identifying, a specific individual, or must implement and utilize a technical capability to do the same.

Cyber threat information shared with the Federal government is considered proprietary information of the sharing entity, exempt from disclosure under the Freedom of Information Act, and generally prohibited from being used for regulatory purposes by Federal or State agencies. Cyber threat information shared with the Federal government may be used by agencies with specific authority to mitigate cyber threats to information system to “inform” the development or implementation of regulations relating to such information systems.

- See more at: http://www.natlawreview.com/article/happy-new-year-cybersecurity-information-sharing-act#sthash.4rPquCT2.dpuf


#3 - Balance of Security & Privacy Needed

* Interest in a “philosophy of freedom” of information
— Open source products
— Access — will security efforts interfere?

« By granting companies broad liability protection for
sharing private information, CISA may endanger privacy
& civil liberties of internet users



Presenter
Presentation Notes
YET, security is an enterprise issue, and that means that attorneys, firm management and support personnel [including law librarians] need to be involved.


Concern that security efforts may interfere with access
Select password management requirements – For ex. Increased security measures require heightened password requirements, at times blocking patrons who can’t remember their passwords from logging on to systems. Increasing administrative requirements for constantly changing passwords. 


Definition - What does Back-Hack mean?
Back-hack is the process of identifying attacks on a system and, if possible, identifying the origin of the attacks. Back hacking can be thought of as a kind of reverse engineering of hacking efforts, where security consultants and other professionals try to anticipate attacks and work on adequate responses.�
Techopedia explains Back-Hack
In some cases, back hacking can mean tracing an attack to an IP address; in other back hacking efforts, security teams can spot "electronic bread crumbs," or bits of information that an attacker leaves behind. Other efforts at back hacking may be largely pre-emptive, as when security consultants or even rogue coders discover vulnerabilities in a system. ��In general, back hacking can raise serious issues within an IT community. Some of the vulnerabilities that these investigators find can compromise vital government or business operations. Back hacking is a fundamental part of finding and deterring threats to cyber-security.



The Darth Vader Bill: Why CISA Is Bad

o
CYBERSECURITY Allows companies to share nearly ANY

INFORMATION type of information with the government,
SHARING ACT (CISA): including significant amounts of personal
information

NSA and FBI automatically get all shared
information and can use it for any
number of reasons

Protects companies from being sued for
sharing your personal information

Allows "hack backs" that could damage
3rd party networks, and also creates a
vast new exemption to transparency laws



Presenter
Presentation Notes
According to it’s opponents – these are reasons why CISA is bad. Also called the CYBERSURVEILLANCE bill.

https://stopcyberspying.com/

#4 - Adding Value to Your Firm: Best Practices

 Participate in development of firm’s security policies
— Send encrypted data (ex. USB devices, emails)
— Track your tech

— Security educational efforts for ALL firm members
 What are the risks & how to avoid them

— Do not keep unnecessary client data
— Use multi-factor identification for log-ins

* Product and service selection
— Use caution in the cloud
— Vet your vendors

&% THOMSON REUTERS
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Presentation Notes
No longer can law librarians delegate all security responsibilities to the IT Department staff. 

Encrypted data – are all your laptops & desktops encrypted

Track your tech – laptop tracking; smartphone tracking

Vet your vendors – if outsourcing non-laywer functions for e-discovery, copying, IT etc, 3rd party vendors are becoming a vulnerable point of attack at which hackers can strike. Ensure vendor’s contracts address relevant security issues, including ensuring that the info is properly stored & secured to prevent unauthorized access. Confirm that vendors employ password protection, encryption & antivirus software. 

Review vendor’s contract for indemnification clauses, limitations on liability and guidance as to the party who will be expected to pay in the event of a data breach. 


#4 - Adding Value to Your Firm: Best Practices

e Password Management & Policies
— Don’t “set it and forget it”

» Contribute to “cyberattack response teams”
— Skills in KM & document preservation = ASSETS
— Creativity Iin assisting with cybersecurity issues
— Get cyber liability insurance

— Create a data breach response plan to mitigate
damages quickly T~ ST

&% THOMSON REUTERS
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Presentation Notes
Don’t Set it & Forget It – have a policy on consistent changes to passwords & require high level security measures. Continually reevaluate your cybersecurity policies for updates (to software, to policies themselves). 


Savvy Sources: Practical Law

ooooooooooooooooooooooooooo

Practical Law"

SEARCHIN ANUS

Resource Type -

All

Legal Updates (113)
Articles (89)
Practice Notes (27)
Checkiists (9)

standard Documents and
Clauses (7)

Toolkits (7)

; THOMSON REUTERS

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

A THOMS0ON REUTERS i - - isdicti - i -
LECAL SOULITION Practice Areas Resources Jurisdictions My Practical Law

¥ | cybersecurity n

Cyber Attacks: Prevention and Proactive Responses

This Note discusses common cyber attack scenarios and sets out actions that companies can take to
prevent or respond to attacks, including developing a cyber attack response plan. ...

Maintained | Practice notes | USA

Cyber Insurance: Insuring for Data Breach Risk

This Practice Note examines issues related to obtaining insurance coverage specific to data breach
risks, including the need for coverage, whether coverage may be available under o__.

Maintained | Practice notes | USA

The NIST Cybersecurity Framework

A Practice Note discussing the National Institute of Standards and Technology (NIST) Cybersecurity
Framework, including its structure and purpose, recommendations for implementing ...

Maintained | Practice notes | USA


Presenter
Presentation Notes
Tell story of how I knew nothing. Didn’t start here with my research for this presentation. Wish I had once I realized what PL could provide. We’ve offered programs about firm members using PL in alternative applications:  biz dev, KM, training, etc. 

But what about librarians getting some basic (or not so basic) help in areas of the law new to them, that they need to support in resarch.? Enter PL.


Practical Law: Privacy & Data Security Toolkit

Practice Note: Overview

Employer Access to Social Media
Accounts State Laws Chart:

QOverview

Practice Notes

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Checklist
Data Breach Response Checklist

Toolkits
HIPAA Toolkit

Cyber Insurance: Insuring for Data Social Media Usage Toolkit
Breach Risk

Direct Marketing

GLBA: The Financial Privacy and
Safeguards Rules

Protection of Employers’ Trade
Secrets and Confidential
Information

State Q&A Tool

Data Breach Notification Laws:
State Q&A Tool



Presenter
Presentation Notes
Resources to assist counsel in creating, implementing and reviewing a company’s privacy and data security compliance programs. 

CyberInsurance Practice Note - examines issues related to obtaining insurance coverage specific to data breach risks, including the need for coverage, whether coverage may be available under other types of policies, the scope of cyber coverage and key considerations when applying for and selecting coverage.

Data Breach Response Checklist - A Checklist outlining the steps for an organization to follow in responding to a breach of personally identifiable information (PII). It addresses key steps to take concerning verification, containment, investigation and analysis, notification and post-notification review.

State Q&A Tool – Data Breach Notification Laws - This tool enables subscribers to compare the information in Practical Law's State Data Breach Notification Laws resources across multiple jurisdictions. With this tool, subscribers can compare state-specific laws governing the requirements under any state data breach notification laws, including the types of information protected, the circumstances that trigger notification of affected individuals, whether notice to regulators or other entities is required and enforcement mechanisms. Simply select the questions and the jurisdictions that you are interested in and click the "Submit" button.



State Data Breach Laws Agency Notice
Requirements Chart

State State Agency MNotice to State Affected Content of State Agency
Agency Timing and Individual Notice Requirements
Method Threshold

California Attomey General Motice must be 500 Motice must include a single

(Cal. O, Code §§ submitted sample copy of the notice to

1798 29 and 1798.82) electronically using consumers, excluding any
California’s security personally identifiable
breach reporting farm. information.

Connecticut Attomey General Motice should be Mone. Mone specified.

(Conn. Gen. Stat. § provided no later than

3Ga-7i1b) the time notice is
provided to the
individual.

Florida Department of Legal Motice must be 500 Motice must include:

(Fla. Stat. § 501.171)

Affairs

(Attorney General)

provided as
expediticusly as
practicable and no
later than 30 days
after determination of
a breach or reason to
believe a breach
occurred.

The covered entity

also must provide

+ Synopsis of events
surrounding the breach at
the time notice is provided.

» Mumber of individuals in
Florida actually or
potentially affected by the

breach.

« Any services related to the

breach being offered




Cyber Attacks: Prevention & Proactive Responses
Practice Note

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Contents Civil and Criminal Remedies for Cyber Attacks

¢ |dentifying the Hackers

What is a Cyber Attack?
y ¢ Computer Fraud and Abuse Act

Chief Compliance Officer's Role in Cyber Attacks e Other Civil and Criminal Remedies

e Actions to Prevent or Reduce the Risk of Cyber Aftacks _ .
Other Actions to Deter or Mitigate Cyber Attacks

Cyber Incident Response Plans e Cease and Desist Letters

¢ Cyber Incident Response Team ¢ DIMCA Takedown Notices

* |nitial Response to a Cyber Aftack

o Recent Case Law
e Investigating a Cyber Attack

¢ Common Cyber Attack Scenarios * Data Breach Litigation
Immediate Discovery of Hacker Identities

* Recovery and Follow-up After a Cyber Aftack

* Public Announcements and Public Relations After a Cyber Attac| Failure to Properly Secure Electronic Evidence

* Law Enforcement Investigations of Cyber Aftacks Determining Value under Computer Fraud and Abuse Act

¢ Customize the Cyber Incident Response Plan Reasonableness of Bank Security Procedures Against Cyber Affacks

¢ Reporting Cyber Crime to Law Enforcement ¢ Auto-forwarding Another Party's E-mails Prohibited by Wiretap Act

* Criminal Prosecuion Reporting Cyber Crime to the Appropriate Law Enforcement Agency



Sample Cybersecurity Risk Factor Clause

MNote: Overview of Cybersecurity Disclosure

SAMPLE CYBERSECURITY RISK FACTOR

Security breaches and other disruptions could compromise our information and expose us to
liability, which would cause our business and reputation to suffer.

[In the ordinary course of our business, we/\We] [collect and] store sensitive data, including intellectual
property, our proprietary business information and that of our customers, [suppliers and business partners ]
and personally identifiable information of our [customers and] employees, in our data centers and on our
networks. The secure [processing,] maintenance [and transmission] of this information is critical to our
operations [and business strategy]. Despite our security measures, our information technology and
infrastructure may be vulnerable to attacks by hackers or breached due to employee error, malfeasance or
other disruptions. Any such breach could compromise our networks and the information stored there could
be accessed, publicly disclosed, lost or stolen. Any such access, disclosure or other loss of information could
result in legal claims or proceedings, [liability under laws that protect the privacy of personal information
[and regulatory penalties ] [disrupt our operations [and the services we provide to customers] ] [and] damage
our reputation, [and cause a loss of confidence in our products and services], which could adversely affect
our [business/operating margins, revenues and competitive position].


Presenter
Presentation Notes
This screen is just a small part of the full clause which offers many bolded compenents of sample language on point. Of course the practice notes, when opened up, provide PAGES of guidance on why this language is what it is. This is a MAINTAINED document for currency. 
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Cybersecurlty

/Defending Against Data Breach,




LegalSECSUMMIT

2016

Two Days All About Security For Legal
June 9 & 10, 2016 | Baltimore, MD

"% THOMSON REUTERS


http://legalsecsummit.iltanet.org/home?ssopc=1
http://legalsecsummit.iltanet.org/home?ssopc=1

Questions?
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THOMSON REUTERS



Presenter
Presentation Notes
Cyber hygiene refers to steps that computer users can take to improve their cybersecurity and better protect themselvesonline. It may include reorganizing the IT infrastructure, hardware and devices; patching authorized software and removing unauthorized software; continuous monitoring, training and awareness; and formalizing existing informalinformation security controls.


Stuff We Like

Appendix
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Additional Savvy Sources
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Savvy Sources: Websites & Articles
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* Joe Raczynski Technologist

e Legal Executive Institute

 LegalTech News: Cybersecurity Update

 PinHawk Librarian Daily & Law Technology Digests

% THOMSON REUTERS


http://joetechnologist.com/
http://legalexecutiveinstitute.com/?s=cybersecurity
http://www.legaltechnews.com/cybersecurity-and-privacy
http://www.pinhawk.com/samples.php

Savvy Sources: Online Training

e TR RIsk Management provides online training for
protecting & securing personal proprietary or
confidential data

— 20 courses available

e CLE
— ABA series
— West Legal Ed Center .
« 60 on demand programs Cybersecurity Series

— Data Security Boot Camp
— Understanding Data Security Litigation

* 5 live events

&% THOMSON REUTERS


Presenter
Presentation Notes
Participating in such CLEs, both as continuing learners and presenters, is a means of gaining additional knowledge and raising the profile of law librarians in dealing with data security and cybersecurity. 

Over 60% of attorneys are purchasing their CLEs as individual courses - and over 50% of the courses are more than $500 each. This sets up a prime opportunity to show firms how they can keep more of their money in house with a firm-wide solution to their education and learning needs.    


WLEc - Subscribe to West LegalEdcenter's New RSS (Really Simple Syndication) Feeds to get new program information delivered directly to your desktop! Each RSS Feed will provide descriptions of the latest programs added to the West LegalEdcenter site in each of the practice areas listed below. You may also see all new program information by clicking on the "All New Programs" Feed.

https://risk.thomsonreuters.com/compliance-training-courses/information-security-training
http://www.americanbar.org/content/ebus/events/ce/cyber-security-core-curriculum.html
http://westlegaledcenter.com/search/displaySearchResults.jsf

».

Tips to Minimize Your Risk of Data Breach

Conduct Customer
and Third Party Risk
Assessments

Identifying vulnerabilities
and likely threats early help
prioritize preventative and
response activities to reduce
the chances attackers will be
successful in their goals.

Conducting risk assessments
using Risk Management
Solutions from Thomson
Reuters and monitoring
existing relationships to
ensure ongoing compliance,
is an essential part of a risk
based approach.

Stay Aware of the
Global Regulatory
Environment

Ensure your organization's
current data privacy and
security measures are in
line with the latest global
regulations on cybersecurity
with Thomson Reuters
Regulatory Intelligence.

Implement
Safeguards

Create clear internal
policies and procedures in
dealing with a potential
data breach. Track your
staff’s understanding of
policy updates and amend
those policies to reflect new
regulatory changes with
Thomson Reuters Policy
ELEDL[TS

Employ Training
& Awareness
Programs

Mista'(es made by employees
are a frequent cause of

data breaches. To help
mitigate this risk, provide
your employees and other
stakeholders who have
access to sensitive data with
proper compliance training
with Thomson Reuters
Compliance Learning.


Presenter
Presentation Notes
https://risk.thomsonreuters.com/

https://risk.thomsonreuters.com/products/thomson-reuters-regulatory-intelligence

https://risk.thomsonreuters.com/products/thomson-reuters-policy-manager

https://risk.thomsonreuters.com/products/thomson-reuters-compliance-learning

https://risk.thomsonreuters.com/
https://risk.thomsonreuters.com/

Savvy Sources - Books
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« ABA Cybersecurity Handbook, A Resource for
Attorneys, Law Firms, and Business Professionals

» Locked Down: Information Security for Lawyers

« A Playbook for Cyber Events, Second Edition

~% THOMSON REUTERS


http://shop.americanbar.org/eBus/Store/ProductDetails.aspx?productId=213568
http://shop.americanbar.org/eBus/Store/ProductDetails.aspx?productId=214237
http://shop.americanbar.org/eBus/Store/ProductDetails.aspx?productId=133210976

	Slide Number 1
	Roadmap
	A Glimpse at Recent Security Breaches
	Ashley Madison
	Law Firm & Corporation Security
	Slide Number 6
	Law Firms Targeted
	Why Law Firms?
	Security
	Forms of Attack
	Slide Number 11
	Advanced Endpoint
	Mitigation Measures
	Slide Number 18
	Why (& How) Should Law Librarians Get Involved?  
	#1 Concern for Law Firm Clients
	Slide Number 21
	Law Firms that Experienced a Security Breach
	What was the result of the security breach?
	#2 - Growing Cybersecurity Practice Groups�                       OR….82 variations
	Legal Developments:  Timeline (Partial)
	Legal Developments:  Timeline (Partial)
	#3 - Balance of Security & Privacy Needed�
	�              CYBERSURVEILLANCE?��The Darth Vader Bill:  Why CISA is Bad
	#4 - Adding Value to Your Firm:  Best Practices
	#4 - Adding Value to Your Firm:  Best Practices
	Savvy Sources:  Practical Law
	Practical Law:  Privacy & Data Security Toolkit
	State Data Breach Laws Agency Notice Requirements Chart
	Cyber Attacks:  Prevention & Proactive Responses Practice Note
	Sample Cybersecurity Risk Factor Clause
	Practical Law Journal
	Upcoming
	Questions?
	Appendix
	Slide Number 46
	Savvy Sources:  Online Training
	Slide Number 48
	Savvy Sources - Books

